Customer Guide for Integrating UKG Ready
API User Account

A UKG Ready username and password must be created and provided to orginio. This is
required to access the APIs.

Creating the Account
Adding an API user account is similar to adding a regular user/employee to UKG Ready:

e Navigate to Team > My Team > Employee Information and click "HIRE”

e Enter the required information - including username and password - and proceed

e The username and password have to be provided to orginio. Before doing so, it is
suggested to sign into the UKG Ready web interface with the new user account to
reset the password and ensure that the account is in a usable state. Make sure to
set a strong password as this account will be used to interface with data stored in

UKG Ready.
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Configuring Group Permissions
Group permissions need to be configured. To allow the APl user to access all employees, the
newly created user account needs to be added as a manager of the group “All Company
Employees”.

e Navigate to Settings > Global Setup > Groups > Edit, and select the “& icon next to the

group “All Company Employees”
e Click the “ADD MANAGER” button, search for the APl user account, and select “ADD”

e No additional permissions need to be selected for orginio when adding the user as a

manager
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Creating the Security Profile

The API user account will need to be assigned to a security profile. The best practice is
to configure a security profile that is used specifically for the integration. It is also
suggested to add only the permissions that are required for the integration (see next
section).

To create a new security profile, navigate to Settings > Profiles/Policies > Security, and
click the *"NEW SECURITY PROFILE” button.
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Security Profile Permissions

orginio needs the following permissions in the security profile to be able to import data
from UKG Ready.

In the tab “Reports” check the following checkboxes:

e Export Reports
e CSV/Text
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In the tab “"HR"” the following properties need to be set to “View” in the Employee
section:

e Employee Information (My Team)
e Account/Personal Information

e Cost Centers

e Demographics

e Managers
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Adding the Security Profile to the API User

After the security profile has been created, open the API user account

« Navigate to Team > My Team > Employee Information and select the [Z icon next
to the API user account.
e Select "Manage Profiles” from the “Profiles” widget.

« Select the & icon next to “Security”
e Select the newly created API security profile, then click "SAVE."”
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